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LE CONTEXTE : STUXNET

En 2010, le ver Stuxnet a discretement
reprogrammeé les automates Siemens S7 de

la centrale de Natanz (Iranj, faisant tourner f':' TUXN ET :
les centrifugeuses a des vitesses anormales (EEt SNAN D 4=

tout en affichant des valeurs normales aux
operateurs, sans declencher d'alarme.

Notre scénario reproduit cette logique a échelle reduite : une
intrusion IT classique qui aboutit a la manipulation silencieuse d'un

automate industriel simule.
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L INFRASTRUCTURE

6 VMs - 3 zones reseau segmentees -

e Zone IT (192.168.10.0/24) — Serveur Web DVWA, Active Directory,
Machine Red Team, SOC

e Zone DMZ (192.168.20.0/24) — Subnet isolé

e Zone OT/SCADA (192.168.30.0/24) — PLC simulé (OpenPLC), Modbus

TCP
Segmentation : Oracle Cloud Security Lists

Bastions : bastionshadowfactory (IT) + BastionOT (OT)

0 Name State :I’public ::Irivate Shape cO:uPnLtj E\gear;*nory g.zail:il::lity
] m4-openpl Running 192.168.30.10  VM.Standard.A1.Flex 1 2 AD-1
OJ vmé-kali Running 192.168.10.5 VM.Standard.A1.Flex 1 4 AD-1
O vm5-wazuh Running 192.168.10.50 VM.Standard.A1.Flex 2 20 AD-1
] m3-activedirectory Running 192.168.10.20  VM.Standard.A1.Flex 1 4 AD-1

O vm2-dvwa Running 192.168.10.10 VM.Standard.A1.Flex 1 6 AD-1



RED TEAM : OUTIL "ENSAT SCANNER™

Plutot que d'utiliser uniguement des outils existants, nous avons developpé
notre propre scanner reseau en Python : ENSAT Scanner.

e Module 1: Scan de ports
e Module 2 : Enumération Active Directory (LDAP / Kerberoasting)
e Comparaison validee face a Nmap sur le méme réseau cible

ENSAT SCANER
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EXPLOITATION WEB (DVWA)
Phase 2 : compromission du serveur web

Vulnerability: SQL Injection

e Authentification faible exploitée mamenens
e Injection SQL : payload ' OR "1'="1 — B o
- extraction utilisateurs de la base ==
e Upload de fichier malveillant  poresocn | freoeit i
(she l.p 1p) - execution de SQL injection (Sine rirst name: rabls
commandes systeme (whoami -> — xs=eem
www-data) s |
e Reverse shell via Netcat - acceés < tmp dask

listening on [any] 4444 ..
www-datagvm2 -dvwa: /var/weww/html/DvWA/hackable/uploads$

termlnal Complet Sur Ia VM2 www-datagvm2-dvwa: /var/www/html/DVWA/hackable/uploadss 1p route

default via 192.168.10.1 dev enpdsbt



MOUVEMENT LATERAL (ACTIVE DIRECTORY)

Phase 3 : pivot vers le controleur de domaine

aDepuis la machine compromise, via Proxychains, enumeration SMB/LDAP
de I'Active Directory (192.168.10.20). Recupéeration de credentials valides et
enumeration complete des comptes du domaine (admins, comptes de
service svc_scada...).

- La zone IT est totalement compromise.

/home/kali/shadow_fctory
proxychains nx smb 192.168.19.20 -u ‘admin.factory p "Summer2e24” d securefactory.local

[proxychains] config file found: /etc/proxychains4.conf
[proxychains] preloading /usr/lib/x86_64-linux-gnu/libproxychains.so.4
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] Strict chain ... 127.0.0.1:1080 192.168.10.20:445 ... OK
[proxychains] Strict chain ... 127.0.0.1:1080 192.168.10.20:135 ... OK
[proxychains] Strict chain ... 127.0.0.1:1080 192.168.10.20:445 ... OK

192.168.10.20 L45 SHADOWFACTORY Unix - Samba x32 (name:SHADOWFACTORY) (domain:securefactory.local) (signing:True) (sSm
[proxychains] Strict chain ... 127.0.0.1:1080 192.168.10.20:445 ... OK

192.168.108.20 L45 SHADOWFACTORY [+] securefactory.localladmin.factory:Summer2024

[proxychains] Strict chain ... 127.0.0.1:1080 . 192.168.10.20:139 ... OK
192.168.10.20 L45 SHADOWFACTORY -Username- -Last PW Set- -Description-
192.168.10.20 L45 SHADOWFACTORY Administrator 2026-04-01 04:26:11 Built-in account for administering the computer

/domain

192.168.10.20 445 SHADOWFACTORY Guest <never:> Built-in account for guest access to the comput
er/domain

192.168.10.20 L45 SHADOWFACTORY krbtgt 2026-04-01 04:26: Key Distribution Center Service Account

192.168.10.20 L45 SHADOWFACTORY admin.factory 2026-04-01 04:29:

192.168.10.20 G445 SHADOWFACTORY svc_scada 2026-04-01 04:33:

192.168.10.20 445 SHADOWFACTORY capt.dan 2026-04-01 04:33:

192.168.10.20 L45 SHADOWFACTORY Enumerated 6 local users: SECUREFACTORY




ATTAQUE OT : LE PLC MODBUS

Phases 4 & 5 : pivot vers la zone OT et manipulation du PLC simulé

Le protocole Modbus TCP (1979) n'a ni authentification, ni chiffrement, ni
controle de session — n'importe quel client peut lire/écrire les registres d'un
PLC.

Démonstration : injection de fausses valeurs capteurs (température,
pression) directement sur le PLC simulé via OpenPLC — sans alerte coté
operateur, comme dans Stuxnet.




ATTACKDEMONSTRATION

JII:I"I‘_'”- : :1 ] ]

a) Bastion | Oracle Cloud Inf x  localhost:8080/monitoring
.&

- C O O http://localhost:8080/monitoring

Running: plc_securefactory_v6

Dashboard Monitoring Idea: InjeCt false

Programs Refresh Rate (ms): 500 Via an

l [ ]
e Do attacker's machine
ave Devices
Point Name Type Location Write Value
Monitoring PR ‘
Temperature INT %QWO0 p \ ]
Hardware ' ' "
|
Pression INT %QW1 . f !
Users ! p
\ !
. ! ’
SEttiﬁgS Vanne INT LoQW2 \’ 4
” ’ _ - =
jan =
Logout Vitesse INT %QWS3
Alarme INT QW4
Status: Running
Initialise INT 9%HQWS
Stop PLC
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BLUE TEAM : ARCHITECTURE DU SOC

Pendant que la Red Team attaque, le SOC détecte, analyse et repond en
temps reel.

Couche Outil Role

Collecte Agents Wazuh Logs de toutes les VMs

Analyse Wazuh Manager + Indexer Corrélation + regles custom
Visualisation Wazuh Dashboard Alertes en temps réel

Réponse Shuffle - TheHive Automatisation + gestion d'incidents

\A RV [T01{V 22.04 - 40 Go RAM - Wazuh 4.14.4 - TheHive 5 - Shuffle SOAR

Q.

1] ;
4 &> TheHive é

SHUrFRFFL =




e Kali NetHunter Exploit-DB Google Hacking DB Import bookmarks... OffSec Kali Linux # KaliTools = KaliDocs & Kali Forums o\ Kali NetHunter F

Hello,

Sign in to start your sessior

admin@thehive.local

wdqazuh :

The Open Source Security Platform

2  admin

0000000000000 0000000 ©




DETECTION & REPONSE AUTOMATISEE

15 regles Wazuh personnalisees = les 5 phases d'attaque detectées en temps reel

Phase Menace détectée Niveau
P1 Scan réseau (Nmap) 10-13
P2 SQLi + Webshell 12-15
P3 Brute force AD + Kerberoasting 10-14
P4 Tunnel SSH vers OT 13-14
P5 Manipulation registre PLC (Modbus FCO6) 13-15

Workflow automatisé : Alerte Wazuh (niveau = 13) = Webhook Shuffle - Playbook
- Cas TheHive creeé + |IP bloquee via iptables, en moins de 5 secondes.

12
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DASHBOARD WAZUH

O £ localhost

-] Import bookmarks... OffSec KaliLinux # KaliTools = KaliDocs ¥ KaliForums X Kali NetHunter Exploit-DB Google Hacking DB
= W. Overview API default a ®
AGENTS SUMMARY LAST 24 HOURS ALERTS
This instance has no agents registered. Critical severity High severity Medium severity Low severity
Please deploy agents to begin monitoring your endpaoints. 1 1 1 7 482
@ Deploy new agent Rule level 15 or higher Rule level 12 10 14 Rule level 7 to 11 Rule level 0 to 6
ENDPOINT SECURITY THREAT INTELLIGENCE
{g} Configuration Assessment a Malware Detection @ Threat Hunting fO Vulnerability Detection
Scan your assets as part of a configuration Check indicators of compromise triggered by Browse through your security alerts, identifying Discover what applications in your environment are
assessment audit. malware infections or cyberattacks. issues and threats in your environment. affected by well-known vulnerabilities.
==| File Integrity Monitoring {Q} MITRE ATT&CK
Alerts related to file changes, including permissions, Explore security alerts mapped to adversary tactics
content, ownership, and attributes. and techniques for better threat understanding.
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OPERATION SHADOW FACTORY

Ce que ce projet nous retenons

e Un SOC moderne reduit drastiquement le dwell
time d'un attaquant.

e | 'automatisation SOAR permet de répondre a
I'échelle, sans intervention manuelle.

e L3 —
faut de la detection active sur chaque zone, y
compris OT.

e Les protocoles industriels legacy (Modbus)
restent un angle mort critique de |Ia
cybersecurite.

m

CONCLUSION

Red Team
VS

Blue Team
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